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SUBCOURSE OVERVIEW

This subcourse is designed to teach you, the counterintelligence (CI) Agent, the basic procedures involved with the proper conduct of an operations security (OPSEC) survey; to provide assistance to supported commands in the development of an OPSEC plan; and the capability to provide special assistance, as required, for the US Army Nuclear Surety Program and for Special Weapons Units.

There are no prerequisites for this subcourse.

This subcourse reflects the doctrine which was current at the time the subcourse was prepared.  In your own work situation, always refer to the latest publications.

The words "he," "him," "his," and "men," when used in this publication represents both the masculine and feminine genders unless otherwise stated.

TERMINAL LEARNING OBJECTIVE

ACTION: 
You will identify the four phases of an OPSEC survey; list the components of the two basic OPSEC surveys; identify and explain the two essential elements of an OPSEC plan; and list the duties and responsibilities associated with both the Nuclear Surety and Special Weapons advice and assistance programs.

CONDITION: 
Given narrative information and illustrations from AR 380-5, AR 381-20, and AR 530-1.

STANDARD: 
You will plan, conduct, and prepare properly formatted reports for an OPSEC survey in accordance with (IAW) the provisions of STP 34-97B1-SM and STP 34-97B24-SM-TC.
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LESSON 1

CRITICAL TASK:   301-340-1004

301-340-2033

301-340-3001

OVERVIEW

TASK DESCRIPTION:

You will learn the procedures for planning, conducting, and preparing reports for an OPSEC survey.  In addition, you will be taught how to provide special assistance to both the US Army Nuclear Surety and Special Weapons programs.

LEARNING OBJECTIVE:

ACTIONS: 
Identify the four phases of an OPSEC Survey; describe the format for both types of OPSEC surveys; identify the two essential elements of an OPSEC plan; and list the duties and responsibilities associated with the Nuclear Surety and Special Weapons programs.

CONDITIONS: 
You will be given narrative information and illustrations from AR 380-5, AR 381-20, and AR 530-1.

STANDARDS: 
You will plan, conduct, and prepare properly formatted reports for an OPSEC survey IAW the provisions of STP 34-97B1-SM and STP 34-97B24-SM-TG.

REFERENCES: 
The material contained in this lesson was derived from the following publications:

AR 380-5

AR 381-20

AR 530-1

STP 34-97B1-SM

STP 34-97B24-SM-TG

SECURITY SERVICES: CI/OPSEC PLAN

INTRODUCTION.

AR 530-1, Operations Security (OPSEC) states that OPSEC must be an integral part of all military plans, operations, and activities.  All functional units of a command and their staff should be involved in OPSEC planning for a particular activity.  As a counterintelligence (CI) Agent, you are expected to assist supported commands in preparing OPSEC plans and OPSEC annexes to operations plans (OPLAN).  Additionally, you will be called on to provide threat estimates and other support to assist supported commands in the development of their OPSEC programs.

Bear in mind that, in general, OPSEC plans should strive to accomplish two goals:

Maintain secrecy and surprise about intentions, military capabilities, and vulnerabilities of the activity undertaken.

Avoid harm from the inevitable adversary assessments that are derived from the organization's detectable activities and OPSEC indicators.

Knowledge gained from this subcourse, coupled with your own experience, knowledge, and past performance, will allow you to accomplish the above goals while providing highly professional advice and assistance to the supported commands.

OPSEC Estimate.

The preparation of an OPSEC estimate, based on the conduct of an OPSEC survey, is the first step towards preparing an OPSEC plan.

Before any viable recommendations can be made to improve the unit's OPSEC program, the Cl agent must have a good understanding of the friendly unit and its operations, as well as the hostile intelligence threat facing that unit.  The best way to arrive at a thorough level of understanding is through the conduct of an OPSEC survey.  OPSEC surveys are generally conducted on a non-recurring basis.  However, there are several circumstances under which OPSEC surveys need to be updated.  These are:

Activation or reactivation of an installation or activity, or a major component thereof.

Significant change in the mission; function; personnel strength or structure; or physical reorganization of a unit.

New hazardous conditions, such as a significant change in hostile intelligence or terrorist threat, necessitates a reevaluation.

Significant change in the sensitivity of material produced, processed, stored, or handled.

When set routines have dulled the OPSEC awareness of assigned personnel.

An OPSEC survey is a systematic, comprehensive examination of operational procedures and security practices by the command concerned.  Command OPSEC measures are checked for effectiveness from the perspective of hostile intelligence collection capabilities.  As a result of this emphasis, unit commanders often task or request assistance from Cl assets when an OPSEC survey is to be conducted.

The OPSEC survey requires a detailed examination of all operational administrative and logistical security practices and will generally disclose OPSEC vulnerabilities.  These results should be expected.  The purpose of the survey is to improve future performance, not to punish individuals for past performance or to rate unit efficiency or effectiveness.

All participating personnel should be informed as to when a survey is being conducted and its purpose.  If the survey team will be questioning individuals, observing unit activities, and otherwise gathering data during the course of the survey, they will inevitably appear as inspectors to some unless their purpose is made clear.  The commander and his staff should do all within their power to ensure the cooperation of unit personnel with the Cl personnel assisting with the conduct of the survey.  This will assure a more meaningful survey, and, in the long run, improve command effectiveness.  The OPSEC survey methodology described below has application for all US Army and affiliated units and organizations.  However, unique requirements and configurations of some units and activities may require a variation of specific procedures.

Ideally, an OPSEC plan will already be in existence and the OPSEC survey can be used to check on how well the plan has been executed.  When there is an existing OPSEC plan, the Essential Elements of Friendly Information (EEFI) listed in the plan will be used to guide the survey.  Caution should be taken, as EEFI are often not well understood or prepared.  The survey team may assist the command in formulating effective EEFI during the survey.

When EEFI have not been determined, the commander is responsible for the operation or activity to be surveyed must establish them.  Remember the EEFI must be limited to those critical aspects of the operation which must be protected for the mission to succeed.  Without the establishment of EEFI, there can be no specifics determined as to whether or not an actual security weakness exists.

OPSEC surveys are not inspections in the traditional sense, and no grades or ratings will be awarded as a result of the survey.  Nor are surveys a check on the command's adherence to security directives.  In this regard, survey teams should be aware that slavish adherence to some security measures can provide indicators of friendly intentions and that overly stringent application of security measures can actually impede operational effectiveness.

If survey teams strive to maintain confidentiality concerning their sources of information, individuals may more freely discuss operations and procedures.

The two basic types of OPSEC surveys are command and formal.  A command survey is performed using only personnel assigned to the surveyed command and concentrates on events which transpired within that particular command.  A formal survey involves the formation of a survey team comprised of members from inside and outside the command.  This survey will normally cross command lines (after prior coordination), to survey supporting and related operations and activities.

OPSEC survey procedures.  Each OPSEC survey conducted must be tailored to the needs of the surveyed unit; therefore, each survey will have unique characteristics.  However, there are certain common procedural activities which exist.  These can be divided into planning, the field survey, analysis, and reporting phases.

Preparations for an OPSEC survey should begin well in advance of the field survey phase.  The required leadtime will depend on the nature and complexity of the operation and activities to be surveyed (combat operation, peacetime operational activity, operational test and evaluation, and so on).  Sufficient time must be allotted in the planning phase for thorough review of pertinent documentation, formal and informal coordination and discussions, and careful preparation of functional outlines.  Planning phase actions normally include:

Development of the purpose and scope of the survey.

Selection of team personnel.

Familiarization with survey techniques (as required).

Review of EEFI.

Development of hostile intelligence threat estimate.

Familiarization with operation/activity to be surveyed.

Arranging empirical studies.

Development of functional outlines.

Announcement of survey to surveyed command(s).

The objective of an OPSEC survey is to identify vulnerabilities in friendly operations or activities which, if exploited by the adversary in a combat environment, will deprive friendly forces of the element of surprise or otherwise reduce friendly effectiveness.  In a noncombat environment, emphasis is placed on denying information to the adversary which would enable the development of degrading countermeasures that would be fielded in combat.  Actual vulnerabilities of information available to the enemy are identified whenever possible; however, emphasis is placed upon possible vulnerabilities since actual sources may never be known completely, or may change undetectably.

The purpose of an OPSEC survey is to provide the friendly commander with a basis for corrective actions through the identification of critical information sources which are vulnerable to adversary exploitation.  There are various types of corrective action, for example:

Controlling detectable activities (revising procedures so as to eliminate stereotyping, repetitiveness, and predictability; eliminating or protecting those deviations from the routine which could serve as indicators of friendly intentions, such as radio silence).

Controlling open source information (revising and enhancing procedures used to protect classified materials, issuing schedules or notices to mariners at the last moment consistent with effective planning, withholding public affairs office releases).

Employing military deception (cover to cause the adversary to act in a manner that maintains essential secrecy).

Disrupting the functioning of technical collection sensors so as to prevent detection of activities.

The scope of the survey should be defined at the start of the planning phase and be limited to manageable proportions.  Limitations will be imposed by geography, time of observation, predicted availability of team members, funding, and other factors.  The scope may have to be revised at a later date to accommodate new information.

The purpose and scope statements of the survey are used to guide the selection of survey team members.  Since surveys are normally oriented to operations, Joint Chiefs of Staff (JCS) doctrine calls for the senior member of the team to be selected from the operations, or equivalent staff of the commander responsible for conducting the survey.  Typical team members should represent the functional areas of intelligence, communications, logistics, and administration, as well as Cl personnel.  Other specialists may be required.  Team members must be brought together early in the planning phase to ensure timely and thorough accomplishment of the tasks to be outlined later in this lesson.

A letter or message of authorization will be issued to the team chief from the surveyed unit commander.  This document should state the subject of the survey; the team leader and members; as well as when the survey will be conducted.  Commands and activities to be visited may also be listed, with the notation that the team may visit other locations, if required.

While the advantages of designating survey team members with previous survey experience are obvious, the experience will often not be available.  In such cases, familiarization with survey techniques, particularly those related to preparation of functional outlines and data collection, are required in preparation for subsequent activities.

HOSTILE THREAT
The foreign intelligence threat to the activities to be surveyed must be evaluated carefully and findings must be developed in the light of known/probable threat.  This coordinated development is essential, since the value of the OPSEC survey report will be directly affected if findings are reported in areas in which the hostile threat/friendly vulnerabilities is minimal or nonexistent.  The all-source threat assessment should address the following:

Knowledge of foreign intelligence collection activities and interests pertinent to the area concerned.

Possible espionage threats.

Human observation threats.

Open source exploitation threats.

Fixed signals intelligence (SIGINT), acoustic intelligence (ACINT), and radar collection capabilities.

Mobile systems with technical collection capabilities, such as satellites, surface ships, trucks/vans, submarines, aircraft, and so on.  For each mobile system, list collection capabilities.

The foreign intelligence process is composed of three parts: Information gathering and reporting, information collection management, and information processing and evaluation.

Information gathering covers those hostile espionage efforts to obtain sensitive materials, to monitor detectable friendly activities and to exploit open sources.  Reporting consists of the means available to communicate information in time for it to be useful.

Information collection management consists of the command and control of foreign information gathering resources.  The primary objective is effective utilization of these assets to satisfy the needs of enemy decision makers and planners.

Information processing and evaluation consists of foreign efforts to interpret collected materials, and to piece together information so as to draw conclusions to affect the course of events.

All three of the foreign intelligence processes are of concern to OPSEC.  An effective OPSEC survey must be based on the most current intelligence threat information keyed to the specific operation/activity to be surveyed.

OPERATIONAL/ACTIVITY FAMILIARIZATION.  The first step in what will become a major function of the survey is to obtain a thorough understanding of the operation plans, orders, standing operating procedures (SOP), or other directives bearing on the surveyed operation or activity.  This initial review familiarizes team members with the mission, concept of operations, tasking, organizational structure, command relationships, and identifies most of the organizations participating in the surveyed activity (others will be identified as the survey progresses).

EMPIRICAL STUDIES.  Empirical studies generally simulate aspects of the adversary intelligence threat, and are used to support vulnerability findings, or to identify vulnerabilities which cannot be determined by the OPSEC survey team through interviews and observations.

Such studies are generally performed in time for their products to be provided to the OPSEC team during the field or analytic phase of the survey.  An example of an empirical study is signals monitoring.  Computer modeling and other laboratory simulations of the enemy threat may also be useful to the OPSEC team.  Because these studies are performed by elements of the command and organizations external to the command sponsoring the OPSEC survey team, arrangements should be made as far in advance of the survey as possible.

FUNCTIONAL OUTLINE DEVELOPMENT
CHRONOLOGICAL.  One of the basic techniques of OPSEC surveying involves the construction of a chronological depiction of the events which occur in the operations or activity being surveyed; literally, a time-phased description of what occurs when, where, and who is involved.  After the chronological description is assembled, vulnerabilities can be identified in light of the known or projected threat.  Because of the complexity of most survey subjects, and to facilitate a logical division of labor among survey team members, chronological descriptions may be constructed for separate functional areas such as operations, communications, logistics, administration, or any other functions appropriate to the survey.  This functional approach aids the team members in defining their separate areas of inquiry during the field or data collection phase of the survey.  Later, the functional outlines can be correlated with each other to describe the chronological events of the entire operation or activity.

During the initial review of operations plans, orders, and procedures, individual team members can begin to develop functionally oriented outlines for their areas of interest.  Initially, the outlines will be skeletal projections in a narrative, table, or graph format of what is expected to occur in the chronology of events in the particular, functional area.  They can serve as planning aids for the subsequent field survey phase.  For example, units and facilities associated with each of the events can be identified and geographically grouped as an aid in planning the travel itinerary of team members during the field survey.  Collectively the initially developed functional outlines provide a basis for planning the field survey phase and constitute a basis for observation and interviews.  Figure 1-1 is an example of a functional outline for intelligence.
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Planned event sequence: See Intelligence Collection Plan.
Actual event sequence: Observation in operation center.

i
Analysis: Determine vulnerability, whether avoidable; if avoidable, determine whether l
disclosure is result of error or normal procedures.

- Examples of Typical Operational Indicators:

Appearance of reconnaissance vehicles (ground and air) for the first time.
Type of reconnaissance (high altitude, low altitude, and so on) indicates stage planning.

Appearance of radio direction finding aircraft in concentrated areas.
Sensor drops in target area.
Increased activity of friendly agent nets.
Increased radar, infrared coverage in concentrated area.

Increased or new patrolling.




Figure 1-1.  Functional Intelligence Outline/Profile Guideline.

During the field survey phase, team members will acquire additional information through observation, interviews, and other data collection techniques, enabling further development and refinement of the functional outlines.  Collectively, the outlines project a time-phased picture of the events associated with the planning, preparation, execution, and conclusion of the operation or activity being surveyed, and provide a basis for the analysis to identify those events and activities which are vulnerable to adversary exploitation.

Survey Announcement.  After the selection of team members and the familiarization of the team with the operation or activity to be surveyed, the headquarters responsible for the organizations that will be surveyed should be informed by message or memorandum to permit the necessary preparation for the arrival of the team during the field survey phase.  Information items that may be included are:

Survey purpose and scope.

List of team members with clearances.

List of required briefings and orientations.

General timeframe involved.

Administrative support requirements.

Signal security (SIGSEC) monitoring support requirements (if needed).

VULNERABILITIES
Vulnerabilities which are identified in the course of an OPSEC survey have only a coincidental relationship to security classification.  A vulnerability (such as a detectable, exploitable event), may or may not carry a security classification at the time of its identification during the survey.  For example, the movement of a reconnaissance aircraft (the primary operation) may be classified while the movement of a supporting, logistical element may not have been classified, even though the latter's activity provides an indicator of the primary operation.  OPSEC survey teams are concerned with identifying "indicators," factual or possible sources of information, which could enable the adversary to degrade friendly effectiveness, whether or not the indicator carries a classification label.  Conversely, there is some "CLASSIFIED" information which, even if it were given to the adversary, would not necessarily provide a basis for degradation of friendly effectiveness.  OPSEC survey teams, therefore, are not so much concerned with the protection of classified information, per se: rather, they are concerned with that information which relates to friendly operational effectiveness.

Identification of vulnerabilities is accomplished through the chronicling of the myriad of events which transpire in the execution of an operation and any supporting or related operations and activities, and analyzing these events, using the viewpoint of the adversary.  To facilitate the analysis, functional outlines should be constructed in which the events are assembled in a sequential manner, thus creating a time-line which describes in considerable detail what has, or will, occur in the unfolding of the operation.  The term "event" refers to every conceivable detectable or observable type of activity: communications-electronics, operational movements, logistical activities, planning conferences, and so on.

Acquisition of the data required to construct an event-sequence time-line is primarily accomplished during the field portion of an OPSEC survey.  This is followed by the analytic phase and requires, in order to assume the "adversary viewpoint," an in-depth knowledge of the adversary's intelligence systems, ranging from elemental visual observation to sophisticated electronic systems.  Those events in friendly procedures, which are vulnerable to detection by one or more of the adversary's sensor systems in sufficient time to enable a potentially degrading reaction, are deemed "vulnerabilities" or "indicators." 

An extensive knowledge of the foreign intelligence collection capabilities imparts a realism to OPSEC surveys which distinguishes them from traditional security assessments.  Familiarity with adversary collection and processing capabilities can enable the OPSEC team to make reasonable judgments concerning the likelihood of detection of particular events in the friendly scenario, thus allowing prioritization of at least some of the identified vulnerabilities.  Knowledge of the adversary's reaction times may also enable the team to discount certain apparent vulnerabilities, since detection alone is not necessarily harmful if the adversary does not have sufficient time to initiate countermeasures to degrade friendly effectiveness.

FIELD SURVEY PHASE
As noted above, data collection begins in the planning phase with a review of documentation associated with the operation to be surveyed.  During the field survey phase, interviews with personnel directly involved in the subject operation, together with observations and document collection, are the primary means of data collection.  The following actions are normally accomplished during the field survey phase:

OPSEC survey team entrance briefing.

Command briefing on operation to be surveyed.

Data collection and functional outline refinement.

OPSEC survey exit briefing.

OPSEC SURVEY ENTRANCE BRIEFING.  This briefing lays the groundwork for effective functioning of the survey team during the field survey phase.  It is presented by the survey team chief to the commander and principal staff officers of the organization exercising Primary command and control over the activities to be surveyed.  The purpose and scope of the OPSEC survey should be covered in some detail.  The briefing should also emphasize that the survey is not an inspection, but an effort to enhance the ultimate effectiveness of the operation.  The briefing may be either a formal presentation or an informal discussion.  The objective is to inform the commander and his staff of what the survey will attempt to do and how it will be conducted.  The briefings should include a summary of the hostile threat/vulnerability assessment developed during the planning phase.  The staff should be asked to comment on the validity of this assessment.  Results of previous OPSEC surveys of similar activities may be summarized if deemed appropriate.  It may be necessary to repeat the briefing to key subordinates, or when the survey is conducted in a joint or combined operation with two or more headquarters participating.

THE COMMAND BRIEFING.  This briefing is presented to the OPSEC survey team by the command directing the forces involved in the operation being surveyed.  The purpose of the briefing is to provide the survey team with an overview of the operation from the command's point of view.  If feasible, an informal tour of the command and control center should be included in this briefing.  Any difference between the information presented in this briefing and the information determined in the planning phase should be clarified by the team members.

FUNCTIONAL OUTLINE REFINEMENT
DATA COLLECTION.  During the field survey phase, data is collected through observation of activities, document collection, and personnel interviews.  Data may also be acquired through concurrently occurring empirical studies such as SIGSEC monitoring.  Each team member must be alert to differences between what he has read, what he was told in the command briefing, and what he observes and is told by personnel participating in the operation.  Conflicting data should be expected.  Team members must determine which information is correct.

Observation will verify the occurrence, sequence, and exact timing of events.  Interviews establish additional elements of information essential to complete understanding.  Functional outlines should be reviewed before and after interviews to ensure that all pertinent points are covered.  Specific information on how, when, and where people accomplish their tasks, and how these relate to the planned and observed sequence of events, is recorded in order to document activities in a logical sequence.  Cooperation of the interviewees can be encouraged by assuring them that the team observes confidentiality regarding the sources of its information.  Interviews are best conducted by two team members.  Facts to be recorded during or soon after the interview normally include:

Identification and purpose of the interview.

Description of the position occupied by the person being interviewed.

Details of how, when, where, and exactly what tasks the individual performs, with a view toward determining what information he receives, handles, or generates, and what he does with it.

Whether his actions reflect an awareness of battlefield intelligence collection.

FUNCTIONAL OUTLINE DEVELOPMENT.  At the beginning of the field survey phase, each survey team member has a basic functional outline to direct the data collection efforts.  The basic outline will be modified during the field survey phase to reflect new information obtained by observation and interview, and will ultimately become a profile of actual events.

Each team member should be familiar with the outlines used by the other members of the survey team and should be alert for information that might affect them.  An interview in the communication area, for example, might disclose information that would result in a change to the outline being developed for operations, or an observation in one geographic location could affect an outline being followed in another locale.  Functional outlines should not be viewed as coverage of all possible information sources.  All outlines should try to reflect the information generation/flow at each location where data are collected, to permit follow-up elsewhere.

As data is accumulated through observation and interviews, its incorporation into the basic functional outline changes the original list of projected events into a profile of actual events.  The outline now becomes a chronological record of what actually happened, where it occurred, who did it, and how and why it occurred.  The outline should also reflect an assessment of the vulnerability of each event to the known or suspected foreign intelligence threat.

As data collection proceeds and information is reviewed and compared, tentative findings will begin to emerge.  They should be confirmed and documented fully as quickly as possible.  if considered serious, they should be made known to the commander responsible for the operation to permit early consideration of corrective actions.  Development of findings during the field survey phase ensures access to supporting data and precludes having to reconstruct evidence after the team has left the scene.  Following this procedure, the basic findings and supporting data for the final survey report will be well developed before the end of the field survey phase.  Final development and production of the survey report can then proceed immediately upon return to home station.

TEAM EMPLOYMENT

The complexity, size and duration of the operation or activity being surveyed will determine, in general how the survey team must be employed.  Tentative locations for data collection, developed during the planning phase, provide initial indications of how and where to employ the team.  It is rarely possible, however, to plan employment in detail before the field survey phase.  A small, short duration operation with few participating elements may permit concentration of the team in one, or a very few locations.  Larger and longer operations may require almost complete dispersal of the team, movement of the complete team from one location to another, or a combination of these procedures over a substantial period of time.

The most reliable guidelines for the team chief in determining how to employ his team is to reassemble it daily to address progress, compare data, and coordinate the direction of the survey.  Data comparison and discussion of possible findings will indicate new investigative directions and data collection requirements, thus providing short-term guidelines for team employment.  The team chief thus has a method of determining team employment on a continuous basis.

OPSEC SURVEY EXIT BRIEFING
Regardless of whether tentative findings are reported to the responsible commander during the course of the field survey, a survey exit briefing should be presented before the survey team leaves the command.  The purpose of the exit briefing is to inform the commander of the major tentative findings of the survey.  Like the entrance briefing, it can be an informal discussion with the commander or a formal briefing for the commander and assembled staff.

The tentative nature of the survey findings should be emphasized; even those which appear to be firm may be altered by the final review of data as the survey report is prepared.  Because the preparation of the written report may take some time, the exit briefing can serve as an interim basis for further consideration and possible action by the commander for his use.  Some commands have found it useful to forward an interim report to the surveyed commander for comments before preceding with the final version.

ANALYSIS AND REPORTING PHASE

During this phase, the OPSEC team will correlate the data acquired by the individual team members and information acquired through any empirical studies which may have been conducted in conjunction with the survey.  The product of this correlation, an all-inclusive portrayal or description of the operation or activity being surveyed, will provide a basis for analysis for the purpose of identifying vulnerabilities in light of known or projected threat.  The description of the operation or activity and the results of the analysis provide the basis for the OPSEC survey report.

CORRELATION OF DATA

Correlation of Functional Outlines.  Each team member will have acquired data relating to their particular functional area.  This data will, in effect, be a chronology of who is doing what, where it occurs, and its time frame.  By correlating the separate functional outlines, the chronology of events of the operation or activity as a whole will begin to emerge.  To an extent, correlation will already have occurred during the field survey phase.  At any time during the field or analytic phase, conflicts of data may arise which, if they are considered important enough, may require a return to the field to acquire additional clarifying data.  Through the correlation of the information acquired by the individual team members, the distinction between the functional areas will become blurred as the activities of one functional area merge with another.  This is particularly true in the communication area, since communications figuratively comprise a vast web which is woven throughout and between virtually all functions.

The purpose of constructing the functional outlines, however, will have been served if the team is able to describe the time-phased unfolding of the subject operation or activity; to depict the manner in which separate commands, organizations, and activities, large or small, interact and perform their role in the operation or activity; and to trace the flow of information through electrical and nonelectrical communications media from the point of origin to its ultimate recipients.  How the team chooses to portray this vast amount of information is unimportant.  What is important is that the team members are able to portray the information in a manner that facilitates analysis.  The net result of the correlation will be a portrayal of the entire operation or activity that exceeds the comprehension of most of its planners and participants.  One reason for this is that the viewpoint of planners and participants normally focuses upon their individual responsibilities and events within their particular command, whereas, OPSEC teams view the operation or activity as a whole.

CORRELATION OF EMPIRICAL DATA.  In addition to correlating data acquired by the individual tern members as reflected in their functional outlines, the OPSEC team may also receive empirically derived, relevant data in the form of communications or noncommunications monitoring reports, or computer-based analysis of particular elements of the operation.  Whether the data is provided to the team in the form of finished reports, or in a less formal format, is irrelevant.  The data, however, may contribute to a further refinement of individual functional outlines; more importantly, it can serve to verify vulnerabilities which would otherwise be speculative or tenuous.  In incorporating the data into the final report, the team should be selective and use only that data that is relevant to the operation or activity being relevant to the operation or activity being surveyed, rather than attributed to the individual commands.  Across-the-board security evaluations of a given command are the function of other security disciplines.  OPSEC focuses upon an entire operation or activity.

IDENTIFICATION OF VULNERABILITIES.  The chronological portrayal of events which occur in the surveyed operation or activity provide a basis for analysis to identify vulnerabilities.  Actual sources of adversary exploitation may also be identified.  The vulnerabilities and actual sources will relate to information--CLASSIFIED or UNCLASSIFIED--that could be used to degrade the effectiveness of the particular operation or activity, now or in the future, rather than information per se.  This relates directly to the essential elements of friendly information--in the truest sense the critical information that must be denied to the adversary--that were identified prior to or in the course of the survey.

The vulnerabilities are identified by assuming the adversary's view-point to figuratively look through the adversary's eyes at the detectable events that occur in the chronological time-phased unfolding of the operation or activity.  In this respect, the OPSEC team must recognize that there is usually more than one adversary and that detection alone does not necessarily indicate a vulnerability.  Rather, detection must be accompanied by an ability to process and react to the information in sufficient time and manner to degrade the effectiveness or contribute to a data base which will ultimately enable such degradation.  The basic criterion for identifying a vulnerability is that there is a threat, and that the derivable information is truly an essential element of friendly information.

OPSEC SURVEY REPORTS

The report of the OPSEC Survey is addressed to the commander(s) of the surveyed operations or activity.  Lengthy reports should be accompanied by an executive summary.

There is no set format for OPSEC Survey reports; however, a suggested format does follow this discussion.  Whatever the format, it is important that vulnerabilities are clearly explained and substantiated.  Although a primary objective of any OPSEC report is to provide a basis for corrective actions, some vulnerabilities are virtually impossible to eliminate or reduce.  They should, however, be included in the report, since they will enable a commander to more realistically assess his own operation.

A threat statement should be included in each report.  The length and classification of the statement need only be adequate to substantiate the vulnerabilities (or actual sources of adversary information) described in the report.  This statement may be included in the main body of the report or in an annex to the report.  Portions of the threat that are applicable to a particular vulnerability "finding" may be concisely stated in a paragraph preceding or following the explanation of the finding.  The threat statement should be concise and need only be adequate to substantiate the finding.  In those cases where the threat statement is classified to the extent that it will impede the desired distribution and handling, the threat statement, or portions thereof, should be affixed as an annex that can be included only in copies of the survey report provided to recipients with adequate clearance.

A concise description of the operation or activity may also be included in the report.  Because of the scope of an OPSEC survey, an OPSEC team can often describe the total evolution in a manner that will be of considerable interest to commands whose activities comprise but a part of the overall operation.  Such a description will provide credibility to the survey team's findings.

The section of the report which describes the team's findings of vulnerabilities or actual sources is the crux of the report and should be adequately explained so that the reader comprehends the underlying logic.  The vulnerabilities may be presented in several ways.  They can, for example, be presented in a sequence which correlates with their significance; they can be presented in an order which coincides with their appearance in the chronological unfolding of the surveyed operation; or they can be grouped according to functional area.  A particular vulnerability can be introduced by a headline, followed by an adequate description of the finding.  This can be accomplished by a description of the portion of the operation which includes the vulnerability, and may include a reference to the relevant threat.

Corrective actions are the prerogative of the command or commands associated with the surveyed operation or activity.  OPSEC teams may include recommendations for corrective actions in the report in conjunction with the vulnerability findings.  The team should not, however, feel impelled to accompany each vulnerability finding with a recommendation.  In some instances, the team may not be qualified to devise the corrective action.  In others, they may be limited in resources and options of a particular command.  In some cases, the team may be more effective by presenting the recommendation informally, rather than including it in the survey report.  Recommendations of the OPSEC team may, however, be particularly valuable in those instances where a vulnerability crosses command lines and cannot be attended by a single command.  Corrective action recommendations of this type should be included in the survey report.  Identified vulnerabilities are subject to exploitation by foreign intelligence services.  The commander must assess this threat against the effectiveness of his operation.  He must then decide whether to implement corrective actions or whether he can accept the risk the vulnerability poses.

Annexes and appendices to OPSEC survey reports will generally be comprised of items which support the vulnerability findings and the conclusion.  For example, a threat annex may be included if it is not incorporated into the actual text.  Also, reports or portions of any empirical studies may also be affixed as annexes.  Maps, diagrams, and other illustrative materials may also be affixed to the report.

The report may end with a conclusion or summation of the survey and its findings.  In writing this, the team should avoid using evaluative phraseology vis-a-vis the commands and organizations involved in the surveyed operation or activity.  This is the purview of other security disciplines.

Distribution of the survey team's report should be limited to the principal commands responsible for the conduct of the surveyed operation or activity.  In due course, after the commands have had a reasonable amount of time to assess the report and devise and implement corrective actions, consideration may be given to requests for additional distribution.  Abstracts from the report may be provided for lessons-learned documents on a nonattribution basis.

Figure 1-2 on the following page shows a suggested OPSEC survey sequence and checklist, while Figure 1-3 shows an outline for a suggested report format.

[image: image3.png]1. Planning Phase
a. Develop survey scope/purpose.
b. Select Survey Team.
c. Familiarize Survey Team with survey techniques.
d. Review Essential Elements of Friendly Information (EEF!).
e. Develop hostile intelligence threat/vulnerability assessment statement.
f. Famiiiarize Survey Team with operation activity to be surveyed.
-g. Develop functional outlines.
h. Anhounce survey.
2. Field Survey Phase.
a. Entrance brief.
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Figure 1-2.  Suggested Survey Sequence And Checklist.
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A. Background. Reason for, purpose, scope of survey; threat/vulnerability assessment.

B. Conduct of Survey. Brief discussion of methodology; team composition; major
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Il. SUMMARY OF SIGNIFICANT FINDINGS
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Figure 1-3.  Suggested Outline Format for a Final Survey Report.

The final report will be used by the surveyed unit commander and his staff to upgrade the existing OPSEC program of the unit.  This detailed survey report also provides supporting Cl personnel with the information necessary to provide the specific Cl support services necessary.

This type of detailed information can be critical, particularly when supporting special weapons units.

OPSEC PLANNING GUIDANCE

After the OPSEC survey is completed, the OPSEC planner for a unit or activity will use the report as one source for preparing planning guidance.  OPSEC planning guidance consists of:

An estimate of probable adversary knowledge of friendly capabilities and intentions.  The OPSEC survey report, a review of past compromises, and a review of open source literature should be summarized.

A preliminary listings of the EEFI pertaining to the unit or activity must be constructed.  These EEFI are defined as key questions about friendly intentions and military capabilities likely to be asked by opposing planners and decision makers in competitive circumstances.  EEFI listings routinely include items such as specific capabilities, vulnerabilities, and intentions.  It may be necessary to include specifics about troop strengths, start times of operations and certainly, mission objectives.  Items listed on EEFI listings do not need to be restricted to classified information.  A great deal of unclassified information, may fall into the category defined as EEFI.

A summary of adversary intelligence capabilities.  This information may be taken from the OPSEC Survey report and any additional sources of threat information available.  It should discuss the all-source intelligence threat, as well as terrorist threat.  Foreign intelligence collection capabilities should be discussed relative to the different phases and sequences of events of the operation, or program being undertaken.

A listing of OPSEC indicators, by staff function, are defined in AR 530-1, Operation Security, as all actions or information, classified, or unclassified, obtainable by an adversary that would result in disclosure of friendly intentions and preserving friendly military capabilities.  The OPSEC Survey Report, which essentially comprises the OPSEC estimate, should provide a good general understanding of what these indicators are for a specific unit or activity.

Planning guidance is distributed to all sections involved in OPSEC planning.  Planning guidance keeps all planners moving in the same direction at the same time.  It makes concurrent planning easier.  The planning guidance may be presented orally, or through written guidance.

Within each section, the planning guidance coordinated by the operations staff will be used to identify appropriate protective, or OPSEC measures.  In order to do this, OPSEC planners must be able to visualize what will happen--from initial planning through post execution phases--and evaluate detectable sources of information that might convey OPSEC indicators.

Friendly force vulnerabilities must be identified.  This is accomplished by comparing the OPSEC indicators to the foreign intelligence collection capabilities.

Vulnerability Assessment.

Essentially when performing the vulnerability assessment, operations and intelligence staffs work together to identify overlaps between indicators and foreign intelligence collection capabilities.  Where there is an overlap, there is a vulnerability which must be protected.

Risk Analysis.

After the vulnerabilities are identified, risk analysis is performed.  This is accomplished by estimating the impact of foreign intelligence collection of the indicator on mission accomplishment; identifying potential OPSEC measures to reduce the vulnerability; and performing cost vs benefit analysis.

Cost vs Benefit Analysis.

The application of any OPSEC measure incurs the cost in time, equipment, funds and/or manpower.  Even OPSEC measures as routine as setting up camouflage nets take a certain percentage of the manpower, a certain amount of time to erect.  On the other hand, nonselection of any OPSEC measure may incur risks to the survivability of a force or the successful completion of the mission.  These costs associated with the implementation of OPSEC measures must be carefully balanced against the benefits to the operation derived through their implementation.

OPSEC MEASURES

OPSEC measures are described as falling into the three categories: countersurveillance measures, countermeasures, and deception measures.

Countersurveillance measures are those measures taken to deny or prevent foreign observation of friendly operations or activities in order to protect the true status of these operations.  These OPSEC measures are routinely incorporated into security standing operating procedure (SOP) which include camouflage, smoke, frequent patrolling and signal security techniques.

Countermeasures are those actions taken to offset a specific foreign collector or collection system.  Countermeasures employ devices or techniques with the objective of impairing the operational effectiveness of enemy collection activities.  Destruction of the collector, jamming, and specific counter human intelligence (HUMINT), counter signals intelligence (SIGINT) and counter imagery intelligence (IMINT) operations fall into this category.

Deception measures are those measures designed to mislead the enemy by manipulation, distortion, or falsification of evidence to induce the enemy to react in a manner against his interests.

Based on the results of the risk analysis, protective measures are selected to minimize activity vulnerabilities.  When adversary collection cannot be denied, deception operation planning should be undertaken.  All of the information, input, and OPSEC measures recommended by the various staff planners should be reported back to the operations staff to be incorporated into the OPSEC plan.

Military Phase

An OPSEC plan is a supporting plan.  It should be designed to support or enhance its affiliated operation plan.  A plan is merely a method or scene for military action.  It is a proposal to carry out a command decision or project.  As part of the overall planning process, a plan represents the command's preparation in a specific area to meet a particular event.  Although plans are based on specific conditions or assumptions, they are not static.  Plans are changed, refined, and updated as a result of continuing estimates and studies.  The two essential elements of a plan are a definite course of action and a method for execution.

A good plan provides for accomplishing the mission, which is the objective of all planning.  It is based on facts and valid assumptions.  All pertinent data has been considered for accuracy and assumptions.  The data has also been reduced to a minimum.  A good plan provides for the use of existing resources.  These include resources organic to the organization and those available from higher headquarters.  It should provide for necessary organization.  It clearly establishes relationships and fixes responsibilities.  Arrangements are spelled out for the personnel, material, and other items deemed necessary for the full period of the contemplated operation.  Decentralization should be provided for an authority delegated to the maximum extent consistent with the necessary control.  Procedures for establishing coordination between all levels of command involved in the operation are completely spelled out.  All essential elements are reduced to their simplest form and elements not essential to successful action are eliminated.  Room should be left for adjustments as necessary.

A good plan also provides for adequate control to carry out the plan according to the commander's intent.  All elements of the plan must fit together.  Control measures must be complete and understandable, and mutual support requirements are identified and provided for.

Coordination.  Coordination is nothing more than making sure that all the "pieces" fit together in an integrated whole.  Most actions require coordination that extends beyond the headquarters of the command and includes higher, adjacent, lower, and supporting headquarters.  Coordination is essential for three reasons:

· To ensure complete and coherent actions.

· To avoid conflict and duplication by making necessary adjustments in plans and policies before their implementation.

· To ensure all factors which may have impact on the implementation of the plan have been considered.

OPSEC PLAN

Plans for all operations, exercises, or other activities to include acquisition and research programs that are of interest to foreign intelligence are required by AR 530-1 to be supported by an OPSEC Annex or OPSEC Plan.

The outline of the OPSEC Annex or Plan included in this publication (see Figure 1-4 thru 1-8) appears in Appendix F, AR 530-1.  This format has been identified as appropriate for either an OPSEC Annex or OPSEC Plan and will address, as a minimum, the following issues:

· Requirements for secrecy about friendly intentions and military capabilities from initial planning through post execution phases.

· Taskings of staff and subordinate commands for planning and implementing OPSEC measures.

· An OPSEC estimate comprising identified or assumed adversary knowledge, EEFI, and evaluation of OPSEC effectiveness.

· The OPSEC threat consisting of detachable activities and the adversary's capability to gain access or otherwise obtain information.

· Protective, or OPSEC measures to be implemented.
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HEADQUARTERS, UNITED STATES ARMY XXXXXX COMMAND

DATE:

HEADQUARTERS, UNITED STATES ARMY XXXXXXXX COMMAND
OPLAN XXXX-XX (U) OPERATIONS SECURITY (U)

References: a. AR 530-1, Operations Security
b. List other applicable references which provide OPSEC doctrinal guidance
to be followed in planning and execution of this operation.

1. GENERAL. This provides guidance for the secure planning and conduct of combat, combat
support, and combat service support operations to accomplish the mission described in
paragraph x of OPLAN xxxx-xx. i

a. State the commander’s mission. Summarize the current and anticipated situation.

b. Briefly state requirements for secrecy about friendly intentions and military capabilities
from initial planning through post execution.

| 2- TASKS. State responsibilities of staff, supporting and subordinate commands to plan for
I OPSEC, execute protective measures, and monitor OPSEC effectiveness. The preparation
i phase of an operation is particularly important from an OPSEC planning viewpoint since related

| exercises over a long period and the physical activity before the principle operation can serve as |
| important sources of enemy prior knowledge and as a conditioning mechanism. !

APPENDIXES (AS NECESSARY)

1. Operations Security Estimate.
2. Operations Security Threat.
3. Protective Measures.
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Figure 1-4.  Sample Outline for an OPSEC PLAN.
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HQ United States Army xxxxxx Command, OPLAN XO(O(X-XX

Operations Security Estimate (U)

1. ADVERSARY KNOWLEDGE. Briefly state probable adversary knowledge of mission and
situation for implementation of OPLAN. If there are muitiple adversaries, each must be
identified.

. General Capabilities:
. Systems:

. Doctrine:

. Command and controi:
. Potential Operations.

2. ESSENTIAL ELEMENTS OF FRIENDLY INFORMATION. EEF! are key questions about
friendly intentions likely to be asked by the opposing planners and decision makers. Answer to
EEFI identify critical data which, if known by the enemy, would severely jeopardize the success
of the operation. EEFi which can not be denied to the adversary should be considered for
possible deception exploitation.

3. MONITORING. !t is essential to prepare and maintain a running estimate of the adversary’s
potential knowledge. Monitoring tasks include:

. Continued intelligence analysis of adversary reactions.
. Counterintelligence collection.

. Examination of public media.

. SIGSEC assessments.

. Reports of protective measures implemented.
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Figure 1-5.  Format for an OPSEC Estimate.
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Headquarters, United States Army
XXXXXX Command

Date:

APPENDIX 2 TO UNITED STATES ARMY XXXX COMMAND, OPLAN XXXX-XX (L)
OPERATIONS SECURITY THREAT (U)

1. DETECTABLE ACTIVITIES. Indicate the types of detectable activities during each phase of
the operation that will not be protected by information security practices. Detectable activities
include such things as emission or reflection of energy; personnel or material actions or
movements that can be observed, captured, or photographed; public releases; conversations;
documents; habitual procedures; and arrangements with foreign countries and compliance with
treaties. Detectable activities occur in all functional areas of command (for example:

l operations, communications, logistics, administration, and intelligence). Those that cannot be
controlled or eliminated wili require covers and other deceptions to preserve secrecy.

. INFORMATION GATHERING THREAT. Indicates the adversary's capabilities to obtain and

assess information. The threat estimate should address each phase of the operations

|
|
!
i
i

a.
b.

separately and should cover the following (as applicable):

Espionage. Discuss both diplomatic-based and illegal threats.

Open Source Collection. Include in the discussion known uses and ways of gaining
access to the news media, technical publications, budgetary documents, International
Civil Aviation Organization (ICAQ) declarations, Notices to Mariners, and so forth.

. Surveillance. HUMINT; COMINT,; ELlNT IINT; visual; acoustic; radar; area patrols/

barriers; and others.

. Reconnaissance. Discuss appropnate sensors for each reconnaissance platform;

space; aircraft; ships; humans; and vehicles.

. Tactical. List information gathering capabilities of various adversary units; ground

forces; air force; and naval forces.

Exploitation. (Indicate the approximate time from collection to finished intelligence.)
Translation capabilities, including tactical translation of captured documents; prisoner
interrogation capabilities; material analysis capabilities; intelligence and staff estimating
capabilities.
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Figure 1-6.  Format for a Protective Measures Appendix.
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Headquarters, United States Army
XXXX Command

Date:

APPENDIX 3 TO UNITED STATES ARMY COMMAND, OPLAN XXXX-XX (U)

PROTECTIVE MEASURES (U)

1. There are instances when it is advantageous to consolidate or integrate planned protective
measures or covers when other military deceptions are needed to support OPSEC. Whenever
this is the case, this part of the OPSEC annex should be used to outline guidance. See
appendix E, AR 530-1, for types of protective measures.

2. Some of the measures usefully outlined might include:
a. Securily classification guidance.

(1) "A classification guide shall be issued for each classified :yzlem, program, plan,
or project as soon as practical before the initial fur:iing or rnglementation of the
system, program, plan or project." (AR 380-5, par:1 2-2{0;.

{2) Normally, the security classification guide will be a separate annex or enclosure to
the basic document authorizing the operation, plan, project, or activity. It would
be appropriate to cross-reference the classification guide in this appendix as a
protective measure.

b. Special Access Requirements. If a plan is sufficiently sensitive that greatly restricted

distribution and access are necessary, then special access requirements and procedures
shouid be indicated.

¢. Code Words. |f code words from JANAP 299A are required to provide security,
guidance for the use of code words and their meanings shouid be stated {AR 380-5).

d. Nicknames. If nicknames are used to cover classified meanings and activities, state
guidance for their use.

e. Crypto Systems. State requirements for cryptographic security beyond those normaily
available to commanders, for example: one-time pads.




Figure 1-7.  Format for a Protective Measures Appendix (Continued)

[image: image9.png]f. Administrative and Physical Security. Provide guidance to ensure that changes in
administrative and physical security practices incidental to increasing readiness and security do
not alert adversaries of intended activities.

g. Military Deceptions. Determine covers, diversion, multiple impressions, and other
deceptions required to prevent observation of selected observed activities. Provide
requirements to deceptlon planners for development and incorporation into the deception
appendix.

h. Countermeasures. Indicate jamming, camouflage, and other countermeasures to
prevent adversary collectors from obtaining, or being able to detect OPSEC indicators, during
processing of technically coliected materials.

i. Combat Actions. Indicate hostile surveillance and reconnaissance capabilities that cannot
be adequately countered in any way except through destruction. State when, in the phasing of
the operation, destruction should occur.

j. Operational Procedures and Tactics. Indicate changes to both operational policy and to
research, development, testing, and evaluation (RDTE) procedures. Requirements to follow i
selected standard practices will also be stressed. |

k. Other. OPSEC assesses all activities. Therefore, any item where special guidance is
required and which is not addressed in the plan or differs from the norm, should be covered.
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DECLASSIFY ON:





Figure 1-8.  Format for a Protective Measures Appendix (Concluded).

The OPSEC plan, when prepared, serves as the basis for the command's OPSEC program as well as the basis for OPSEC training as a part of the command's overall security education program.  Remember that OPSEC measures recommended in the OPSEC plan must be evaluated periodically.  The results of these evaluations are then provided to the OPSEC planners and managers.  This monitoring and feedback allows OPSEC planners to evaluate, in a timely manner, the effectiveness of the protective measures; reinforce emphasis, when needed; and recommend adjustments to the program for improvement.

Special Weapons Units

General.  In addition to assisting units and activities with OPSEC planning and evaluations, special weapons units and activities require additional assistance from the Cl community.  The majority of these units are affiliated with the Nuclear Surety Program.

The US Army Nuclear Surety Program, outlined in AR 50-5 and AR 50-5-1, was designed to ensure the safety and security of nuclear weapons, equipment, and documents.  The variety of US Army nuclear capable or nuclear support units, their individual missions, geographic locations, an available resources make it impossible to prescribe a generic OPSEC program or set of OPSEC measures which will adequately protect all units.  Regulatory guidance and doctrinal manuals provide Cl personnel with guidelines to follow in developing OPSEC programs for these units.  This lesson does not address support offered to these units through Personnel Security Investigations or specific types of Cl Investigations/Services.  The following discussion concerns specific considerations and types of OPSEC support available to special weapons units.

Conforming to prescribed criteria lone does not ensure the security of special weapons or the defense of fixed storage sites.  OPSEC planners must also consider any unit or activity to have unique characteristics such as local threat; host nation constraints; friendly forces available; type of special weapons; local terrain; number, type and configuration of storage structures as well as the structure locations.  Prescribed criteria and site characteristics should be addressed and integrated into OPSEC planning.  Redundant and monotonous routines inherent in security force duties, for example, provide an advantage to threat forces.  Because of the vast number of regulations and other doctrine concerning special weapons, it can be expected that these operational patterns abound.  Each will have to be considered carefully to ensure that operational effectiveness is not being sacrificed to security regulations.  JCS procedures and numerous national level agency regulations must be consulted to ensure that recommended OPSEC measures do not unduly restrict a higher headquarters or special staff elements within a headquarters from exercising their oversight functions.  In addition to providing detailed threat estimates and assisting with OPSEC planning, there are other areas through which CI provides OPSEC support to special weapons units.

Special Access Programs.  Special access programs (SAP) impose a "need to know" or other types of access restrictions to CONFIDENTIAL, SECRET, and TOP SECRET information.  Comprehensive application of OPSEC principles constitute a key factor in the successful execution of SAP.  The SAP most commonly associated with special weapons is the Personal Reliability Program (PRP).  The immediate commander of the unit or activity involved with the nuclear surety program is ultimately responsible for the proper implementation of the PRP.  Cl, as a supporting agency, must assist the commander with the continuing evaluation of individuals assigned or being assigned to nuclear weapons duties, and must ensure that all potentially disqualifying information is forwarded to the commander for consideration.  The decision to qualify or disqualify the individual from the program is the responsibility of that individual's immediate commander.  AR 380-67, Personnel Security, and AR 50-5, Nuclear Surety, offer guidelines in this area.  A Cl agent charged with providing support to these units should be familiar with the provisions of both of these documents.

Threat.  In general, closer contact must be maintained with special weapons units than other types of units due to the heightened threat which they face.  These units are prime targets for foreign intelligence services; adversary forces during periods of hostility; and for various terrorist and violent political groups worldwide.  Hostile intelligence services and terrorist groups can be expected to reconnoiter both primary and secondary targets and select those targets which offer them the maximum opportunity for success.  Information passed to these groups, often unknowingly, by unit personnel, may be used in their planning efforts.  Therefore, the security education programs in these units must be strong.  Cl personnel should provide guidance to ensure that an effective training program is developed and maintained.

Nuclear Accident or Incident Response.  In the event of a nuclear accident or incident, when sabotage is not indicated, Cl personnel must be prepared to assist the on-site commander with investigations as well as OPSEC support.  Depending on the nature of the incident, various agencies may be involved in the investigation.  At a minimum, Cl personnel will provide continued threat updates to the on-site commander.  Additionally, advice should be offered to ensure that operation EEFI as well as any accident/incident specific EEFI are not compromised.  Ideally, this involvement will begin when contingency plans are prepared, well in advance of any actual incidents.  Contingency plans should include adequate OPSEC measures in addition to providing for a safe and timely resolution of the incident.  Throughout the aftermath of a nuclear accident/incident, Cl activities will be closely coordinated with the other agencies involved.

Sabotage.  If sabotage is indicated in a nuclear accident/incident, then investigative jurisdiction falls to Cl.  The details concerning the conduct of a sabotage investigation are beyond the scope of this lesson; however, during the conduct of a sabotage investigation concerning nuclear weapons and materials, close coordination must be maintained with the various other agencies who will be conducting concurrent investigations.  For further information on sabotage investigation refer to Subcourse IT 0735.

Movement.  During movement of special weapons, Cl has many responsibilities.  The foremost of these is to provide clear and concise threat estimates to the unit commander to ensure that adequate OPSEC measures can be addressed in the OPLAN for the movement.  Obviously, Cl personnel should make themselves available to provide assistance with OPSEC planning for the movement.  AR 50-5 requires that there be formal written procedures for close control of all information on planned and actual movements of nuclear weapons off military reservations.  Local policies and command guidelines will dictate the format for these written procedures.  Specifically, times, flight plans, routes and destinations will be handled on a strict "need to know" basis and will be appropriately classified.  TB 9-1100-811-40 provides classification guidance.  In accordance with doctrine governing the movement of special weapons, Cl personnel will not be involved in the actual movement, but will provide advice and assistance on Cl related topics to commanders and security staffs of the units involved.

LESSON 1

PRACTICE EXERCISE

The following material will test your grasp of the material covered in this lesson.  There is only one correct answer for each item.  When you have completed the exercise, check your answers wit the answer key that follows.  If you answer any item incorrectly, study again that part of the lesson which contains the portion involved.

1.  
EEFI are established by:

A.  Supporting CI agent.

B.  Security Manager.

C.  Commander.

D.  Survey Team.

2.  
The entrance briefing for the OPSEC Survey is presented by:

A.  The team chief.

B.  The Commander.

C.  The principal staff officers.

D.  None of the above.

3.  
Corrective actions to OPSEC Survey Reports:

A.  Are required.

B.  Are command's prerogative.

C.  Are forwarded to the supported unit's MACOM.

D.  Are listed in the Overview of the Survey Report.

4.  
As a minimum, an OPSEC Plan/Annex will address:

A.  Requirements for secrecy.

B.  The OPSEC threat.

C.  Taskings of Staff and subordinate commands.

D.  All the above.

5.  
The foremost responsibility of Cl during movement of special weapons is:

A.  To provide cleared movement personnel.

B.  To provide movement plan.

C.  To provide the threat estimate.

D.  To provide classification guidance for routes.

LESSON 1

PRACTICE EXERCISE

ANSWER KEY AND FEEDBACK

1.
C.  
When EEFI have not been determined, the commander must establish



them (page 1-3, para 5).

2.  
A.  
It (the OPSEC entrance briefing) is presented by the survey team chief



(page 1-9, para 4).

3.  
B.  
Corrective actions are the prerogative of the command(s) surveyed



(page 1-14, para 2).

4.  
D.  
An OPSEC Annex or Plan will address requirements for secrecy, the



OPSEC threat, and taskings of staff and subordinate commands



(page 1-19, para 4).

5.  
C.  
During movement of special weapons, the foremost responsibility of



Cl is to provide threat estimates (page 1-26, para 5).

